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1
Decision/action requested

At SA3#88, the following requirement was included in TS 33.501, clause 5.8: “A man in the middle could attempt bidding down by making the UE and the network entities respectively believe that the other side support only security features of an earlier release when both sides in fact support security features of a later release. It shall be ensured that bidding down, in the above sense, can be prevented”
The present contribution proposes a pCR following the solution described in the discussion paper S3-172401. 

Approve this pCR.
2
References
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3
Rationale

See Nokia’s discussion paper in S3-172401.
4
Detailed proposal

********************Start of pCR***********************************

6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF to the SEAF.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

In addition, the 5G security architecture also supports the feature that an authentication run may also result in a key called the K'AUSF left at the AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use.
NOTE: This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 23.501 [2].)

NOTE: A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA’. 

Editor's note: The details of an authentication procedure using a key left at the AUSF are ffs. They can be found in clause tbd.
In addition, the 5G security architecture also prevents bidding down in the sense of the requirement in clause 5.8. This is achieved by having the UE and the network exchange parameters that indicate the feature set supported by the UE and the SEAF, respectively, and then use these parameters as input to the derivation of KAMF from KSEAF; for details see clauses 6.6.6 and A.x.
NOTE: In the present release, EAP-AKA' and 5G AKA are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in clause 6.1.3. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

********************next change***********************************

6.6.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from idle. The UE shall send a limited set of IEs including those needed to establish security in the intial message when it has no NAS security context. In this case, the complete initial message shall be sent in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the full initial message with just the IEs needed to establish security sent unciphered. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. the AMF could not find the UE’s security context). 

The protection of the initial NAS message proceeds as shown in Figure 6.6.6-1.
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Figure 6.6.6-1: Protecting the initial NAS message

Step 1: The UE shall send the initial message to the AMF. An initial NAS message shall always contain the parameter FeatureSetUE, which may take the values m=1, 2, … . The UE shall set m to 1. The AMF shall forward FeatureSetUE to the SEAF. The SEAF shall be able to accept any value of m.
NOTE: In later releases, m may assume values different from 1. The requirement in the preceding sentence is meant to take care of the case, that may occur in a later phase, where a phase 1 SEAF communicates with a phase 2 UE. 
If the UE has no NAS security context the initial message shall contain, in addition to FeatureSetUE, a subscription identifier and UE security capabilities only.
Editor’s note: There may be other IEs that are needed to establish security. If so this should be included in the intial message that is sent with out security. 

Editor’s note: It is FFS which IEs can be sent unciphered in initial messages, e.g. NSSAIs

Editor’s note: Alignment with SMS over NAS security clause needs to be considered.

If the UE has a NAS security context, the initial message shall contain be a complete message, where the subscription identifier and UE security capabilities are sent unciphered but the rest of the message is ciphered. With a NAS NAS security context, the initial message is also integrity protected.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF obtains the parameter FeatureSetSEAF from the SEAF. FeatureSetSEAF may take the values n=1, 2, … . The SEAF shall set n to 1. 
Then the AMF shall send the NAS Security Mode Command including the parameter FeatureSetSEAF and a request for the complete initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. The UE shall be able to accept any value of n.
NOTE: In later releases, n may assume values different from 1. The requirement in the preceding sentence is meant to take care of the case, that may occur in a later phase, where a phase 1 SEAF communicates with a phase 2 UE. 

Step 4:  The UE shall send the NAS Security Mode Complete to the network. This message is ciphered and integrity protected and shall include the complete initial NAS message (but may omit the IEs that were sent in the clear in step 1) if requested by the network in the NAS Security Mode Command message.

Step 5: The AMF shall send its response to the initial NAS message. This message is ciphered and integrity protected
Editor’s Note: It is ffs whether sending the parameters FeatureSetUE and FeatureSetSEAF in explicit signalling is to be mandated for UEs and SEAFs built according to phase 1, or can be omitted, as it does not carry additional information in phase 1. If it is omitted then the value m=1 or n=1, respectively, is assumed by the receiving side.
******************** next change ***********************************

A.x (new) KAMF derivation function
When deriving a KAMF from KSEAF in the UE and the SEAF the following parameters shall be used to form the input S to the KDF. 
-
FC = tbd,

-
P0 = “KEYAMF”
-
L0 = length of “KEYAMF” 

-
P1 = “FeatureSetSEAF”
-
L1 = length of “FeatureSetSEAF” 

-
P2 = n
-
L2 = length of n
-
P3 = “FeatureSetUE” 

-
L3 = length of “FeatureSetUE” 

-
P4 = m

-
L4 = length of m
Here, “KEYAMF”, “FeatureSetSEAF”, “FeatureSetUE” are text strings; n is the value of the parameter FeatureSetSEAF, and m is the value of the parameter FeatureSetUE, cf. clause 6.6.6.
The input key shall be the 256-bit KSEAF.

This function is applied when a key KAMF is derived from KSEAF.
Editor’s Note: Further input parameters are ffs. 
Editor’s Note: In particular, it is ffs whether a counter locally held at the SEAF should be input to the key derivation. The counter would be incremented after any derivation of a KAMF from a KSEAF. There would be one counter in the SEAF used across all AMFs. If used, the value of this counter would have to be communicated to the UE in the NAS Security Mode Command, together with FeatureSetSEAF. 
The counter would only be useful in a later phase when there could be a one-to-many mapping between SEAF and AMF, and a UE could move from AMF1 to an AMF2 and then come back to AMF1; the counter would then ensure that a fresh KAMF would be derived the second time AMF1 requests a key from the SEAF.  
Editor’s Note: In particular, it is ffs whether the identity of the AMF requesting a key should be used as input. 
This input would only be useful in a later phase when there could be a one-to-many mapping between SEAF and AMF. But this input may not be needed when the counter from the previous Editor’s Note is used as the counter would guarantee key separation between AMFs and there is no 5G requirement that the UE authenticates the network with a granularity per AMF.  
********************End of pCR***********************************
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